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W USE A PIN PASSCODE. NEVER USE TOUCH ID. not a Touch ID, as a Touch ID con be compromised. Make your PIN strong and at least 8 digits. You con
find this for Androids under Settings » Personal + Security » Screen Lock,

B ENCRYPT AND BACK UP YOUR PHONE. This is automatic with recent versions of Androids. if your device uses Android version 4.0 or newer, you
should verify thot device encryption is turmed on, This con be done In Settings » Personal » Security - Encryption, I it is not follow the steps 1o
encrypt. But just make sure that before starting the encryption process you back up your doto, ensure the phone is fully charged and plugged into a
power source.

' SET YOUR SCREEN TO LOCK WHEN NOT IN USE. We recommend that you chose a short amount of time thot does not drive you crazy, We use
anywhere from 30 sec 1o a minute. In Android you can find thot in Settings < Personal + Security « Screen Lock.

B CLEAR YOUR MESSAGE THREADS FREQUENTLY. Youll find this option in your message screen. If your phone is confiscoted they can compel you 1o
open it, sensitive content con be exposed from your messoge history.

B MAINTAIN ALL YOUR ANDROID UPDATES. These updates will have important security potches, Not doing on update can leave your device
vulnerable, go to Settings - About Phone - Updates + Check for updates.

W aoo AN APP LOCK SOFTWARE. For on odded layer of protection we recomend Applock for Android. You can find this opp ot the Google Ploy store,

B TURN OFF LOCATION SERVICES FOR ALL BUT NECESSARY ACTIONS. Go 10 Settings - Personal - Location. To reduce the risk of location tracking
don't have services running by defoult in the background, it will saving battery power and reducing unwonted data streams initioted by opplicotions ond
your mobile carrier. Thot said your phone con still reveal your location through triangulation so be intentional about when and where you take it

' INSTALL VYPRVPN AND ORBOT/ORFOX APPS ON YOUR PHONE TO PROTECT YOUR NETWORK ACCESS., This allows you to ononymize your
network troffic ond bypass filtering happening at your internet service provider, You can find this app ot the Google Play store. Leom more ot
https://www.goldenfrog.com/vyprvpn

' INSTALL DUCKDUCKGO AS YOUR NEW WER BROWSER AND SEARCH ENGINE. Duckduckgo does not track your dato, you can be confident that
you are not growing a data profile which can be used to profile you by corporations and the government. You can find this app ot the Google Ploy store.
Learn more ot hMtpsy//duckduckgo.com

W use raiky to reploce skype, gocgle hangouts and audio calls. Talky is end-to-end encrypted and can be used ocross android, iOS, and all computer
plotforms. With the app you can creote o session simply by entering a nome and inviting people to the new link! You con use it here ot https://talky.lo/

W FoR ANDROID PHONES instoll on onti-malware scanner, we recommend malwarebytes. You con find this app at the Google Ploy store. Learn more ot
https://www.malwarebytes.com/

B INSTALL A METADATA SCRUBBER FOR YOUR PHOTOS. That way you don't leak important data about a photograph when you share it. This con
include your location and more. A good opp for scrubbing metadoto on Android ts Exif Eraser. You can find this opp ot the Google Play store. Learn
more ot http//http//www.exiferaser.com/

W use A FARADAY BAG FOR YOUR PHONE when in meetings that are private or during protests. This bag will block electrenic signals from ond to your phone.

ﬁmlﬂwunﬂon go to Eaualitylabs.org if you have questions or are in need of help contact us ot Equalitylabs@riseup.net



